KIK app is popular with teens and predators
By Suzanne Kennedy, ABC7 Tuesday, February 9th 2016
WASHINGTON (ABC7) — It's an anonymous messaging app that law enforcement says leaves teenagers vulnerable to online dangers.
A video by Common Sense Media describes the KIK app to parents and warns them of the hazards.
The app is popular with teens and predators, and has 250 million users, 70 percent under the age of 25. The app's anonymity is appealing to many as described by a convicted Michigan sex offender. "The first thing I thought is wow, I can be anybody I want to be. I can get anybody I want, I can achieve my sexual glorification with this."
Some apps similar to KIK can sort users by geographic location, school or age.
Teens say the app is less popular because the risks are widely known. "If someone doesn't give you their real phone number, they're obviously trying to hide something," says Denbo.
"I don't want to talk to someone who I don't know because you don't know who they are," says Osmer.
The Ontario based KIK says it has built safety features into the app allowing users to block or filter inappropriate behavior. Yet, the popular app continues to be scrutinized by both parents and online security experts. 
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2nd Related Article of Informative resources
What Parents Need to Know About Anonymous Apps
You might have heard about Tinder. But are you familiar with Kik? How about Down? 
Police warn that dating and anonymous messaging apps -- including some that are mysteries to parents -- are getting into the hands of children who are too young to use them.
That can expose children to content they aren't ready for, or worse.
Recently, reports surfaced that Lovell, a 13-year-old Blacksburg girl, may have used the messaging app Kik to connect with an 18-year-old college student who is now accused in her murder.
And Prince George's police say a pornographic photo sent through the Kik app led them to investigate an elementary school choir director -- who is now accused of making child pornography on school grounds.
Many of these apps say they are not to be used by preteens. But Montgomery County, Maryland police said young people are drawn to them.
"These kids have no idea who they are talking to," said Rick Goodale, of Montgomery County Police. "And the dangers is these kids eventually may want to end up meeting somebody."
Here's a parent's guide to some of the newer apps:
Kik
Kik is a popular messaging app with 250 million users around the world, according to the company's website. But parents are alarmed by reports of sexual predators using the app to contact children.
Last year, a 14-year-old Fairfax boy was accused of using Kik to create a contest to generate child pornography.
And an anonymous man who claimed to be a convicted sex offender told WOOD TV, an NBC station in Michigan that the app is easily used by predators to contact children. "I can be whoever I want to be. I can get anybody I want. I can achieve my sexual glorification through this app," he said.
Whisper
Whisper is a free app that lets users share secrets anonymously. Users post pictures with accompanying text and others comment in reply; there are no profiles. The company says this anonymous model helps prevent cyberbullying because people can be honest about themselves, the company's CEO told Mashable.
But the app also has a private messaging service, which enables predators to attempt to contact teens. It's easier to find someone nearby, because the app allows users to see posts within a 25-mile radius.
Yik Yak
Yik Yak is designed for people in a specific area. Similar to Whisper, users post messages, or "Yaks," similar to bulletin board messages. The app is anonymous and users see posts made within a 10-mile radius.
Schools are concerned about the potential for cyberbullying and threats. At least 11 college students across the U.S. were charged for making threats on the app during the fall 2014 semester, reported CBC News in Canada. A former student at Michigan State University was sentenced to two years of probation Wednesday for making a school shooting threat on Yik Yak, the State News in Michigan reported.
Down
Down, which used to be called "Bang with Friends," is a social media app that works with Facebook to identify friends on Facebook that say they are willing to hook up.
TeenSafe, a technology company that helps parents navigate new technology that their kids use, has called Down a "digital booty call."
Omegle
This video chatting app can be used to connect users with anyone -- with no identity verification and no moderation. TeenSafe called it "perhaps the most dangerous" app on the TeenSafe 2016 App Blacklist.
Ask.fm
Ask.fm is described as an app for "social Q&A." Users create profiles which let anyone ask them questions. The primary audience is ages 13 to 25, with half of registered users under the age of 18, the app's co-founder told CNET.
Users can stay anonymous, leading to what CNET described as a  "parent-free digital space," and that can lead to concerns of cyberbullying, reported WBNS-10TV.
What Parents Can Do
OnGuardOnline is the federal government's website to help Americans stay safe online. A special section, Protect Kids Online, is a guide for parents, covering everything from child identity theft to cyberbullying.
Common Sense Media has guides for parents, complete with reviews, of popular apps and games.
HighTechDad compiled a brief guide for parents about the latest apps and their dangers to kids. Deleting and blocking apps will only do so much; he advises having conversations with your kids and making sure they know how to be safe online.
Or check out TeenSafe's blog.
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Does Kik Messenger Pose a Danger to Your Kids?
6 
By Lianne Caetano on Jul 09, 2013 

With more than 50 million users, and reportedly growing by 20,000 everyday, Kik has become one of the most popular messaging apps on the market. It is widely used as a messaging portal between those who want to connect privately off of other social media (Facebook, Twitter, and Instagram). But more importantly, it has become quite popular among our kids.
Why? Well, as a private messenger app, Kik is coveted by those under 18 for a number of reasons. It is seemingly a safer way of connecting for kids as users connect via usernames so those you are connecting with cannot see your phone number. Kik messages are sent privately across the app and will not show up on your phone bill since they are not recorded as text messages. This allows kids to send private messages that their parents can’t gain access to without a login. And most parents don’t even know the app exists, which allows kids to go even further under the radar.
What do you know about the people your kids are chatting with on Kik? Not much besides a username, full name, image and an email, none of which can be verified. So how do you know if your kids are talking to kids their own age, friends, or stalkers and other predators hiding their identity? You don’t.
The blog post “Kik Me” – The Apps Your Kids Are Using Now: Kik takes a look at how this poses a number of privacy issues for both parents and children, including:
· Once the app is open it continues to run in the background, even if you leave it to use another app. This keeps your device open to messages from any users that choose to connect on the app.
· There is very little you can do to verify the identity of someone on Kik.
· Upon downloading the app, a popup message appears asking for confirmation that the user is 17 or older. No additional verification is required than selecting the OK button. This opens the door to content you probably don’t want your child viewing.
Additionally, with the Capture feature your kids could be viewing or sharing inappropriate images that you have no knowledge of at the time. And once those images are out there, they are out there, forever.
Your safest bet is probably to have your child erase Kik from their phone. There is no sure fire method to ensure that the images and messages that your children receive are age appropriate—most likely, they are not considering the warning before download.
However, if you decide to let them keep the app, here are a few tips to increase their safety in using the app:
· Have them keep their Kik username private—Do not post this username on other social media (Facebook, Twitter, Instagram).
· Check that they’re not connecting with people they don’t know outside of the app.
· Don’t let your children download apps using your own passcode (if they’re using your phone). If they have their own phone, keep track of what apps they’ve downloaded.
· Have them select “Ignore New People” in the apps notifications menu, which allows you to block new follower messages.
· Make sure you go over the list of your children’s social media contacts. You would want to meet your child’s friend in the real world, why not on the Internet?
· As with any other app you would download, read the reviews and ratings before downloading. You never know what you might discover.
· Look up any news on the application from trusted sources.
For future updates, be sure to follow us on Twitter at @McAfeeConsumer and on Facebook at http://www.facebook.com/McAfee.
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