PARENTS BEWARE: INSTAGRAM & KIK MESSENGER ARE A DANGEROUS COMBINATION & WHAT SOCIAL DANGERS TO CHECK FOR
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Over the past few years, I have written about security and safety for the family, especially when it comes to protecting your kids from online predators and social bullies. My wife and I really try to practice what we preach. But as social networks and sharing services evolve, sometimes it is hard to keep up with the latest and greatest cool thing, or social threat.
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For example, when our oldest daughter got on Facebook, we knew that it was too early to let her just go at it on her own. So we allowed her to use it with some conditions specifically:
· we have full access to her phone,
· we control her Facebook login and,
· if she has any questions, that she come to us to ask.
We work with her regularly, making sure that she understands why she can or cannot respond to posts/messages and what photos are appropriate to upload and which are not. Kids simply do not know what dangers are out there and what kind of creepy people lurk on these new social hangouts.
Sometimes we can’t keep up with everything. And in fact, this past weekend, my middle daughter and some of her friends encountered one of those situations that my wife and I have been fearing.
Use this article as a word of warning. I’m going to talk about a specific example. But this type of thing could happen without these particular specifics. It could be a different social network. And it could be YOUR kids.
***Update: Be sure to read my latest article on the dangers of Ask.fm!***
***Update #2: See my Social Media Guide for Parents published on 9/27/14***
1. http://www.hightechdad.com/2013/06/05/parents-be-warned-asked-fm-is-a-dangerous-deadly-social-site-for-teens-tweens/
2. http://www.hightechdad.com/2014/09/27/parents-guide-to-social-media-apps-used-by-kids/
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Here’s what happened. In this case, there were two social networks/messaging services involved: the famous Instagram and Kik Messenger. You may have heard of Kik actually. It received a lot of press a few years ago because RIM (Blackberry) banned them from their app store. There are a few sides to that story, some people said that RIM was worried about competition to their own BBM (Blackberry Messenger). While other people say it had to do with privacy concerns around how Kik accesses one’s address book and then culls through to see if there are other Kik members in there. I don’t have the details and I personally haven’t installed the application because I value my contacts.
There are all sorts of users on Instagram and many are producing lots of amazing photos. My middle daughter was having a great time posting pictures of our dog and things around the house. Occasionally she posted pictures of herself. She had school friends who were also doing it and they were sharing photos back and forth. Also, they started getting some new followers as part of some small contests or similar interests. It seemed pretty safe and innocent. But as I recently outlined in an article about safely gaming online, sometimes things are not as innocent as they seem. As I mentioned, that butterfly and rainbow unicorn could be a sexual deviant or pervert.
[image: unicorn-is-scary-man]
Anyway, back to why Instagram and Kik are related. If you look at some of the comments on some pictures in Instagram, you will see some that say “Kik me at” or “my Kik name is”. So, what is going on here is that these people are using Kik Messenger to have online chats. Comments on Instagram are public, the chats on Kik are not. This is where the danger lies. Actually there are a few places that parents should be concerned.
Here is what happened…someone on Instagram contacted one of my daughter’s friends to connect on Kik. And once they were over on Kik messenger and chatting, this “stranger” asked to see this child’s privates. (Disclaimer: I don’t have all of the exact details, but what I have accounted for in this article is my understanding of the situation. I also performed my own rudimentary investigation.)
Just pause and think about that for a minute. From innocently posting photos to being solicited by a pedophile.
When I learned about this, the first thing that I did was look through Kik. Most of the connections that my daughter had were her local friends. A couple were friends she had made via Instagram. I made her end her conversations with kids we didn’t know. Then we had her delete pictures of herself on Instagram and clean out who is following her. That night, I spent some more time exploring her Kik app. I saw a message from one of her friends saying something like “don’t search for the user ‘Instagram’ on Kik…it’s gross”. Of course, I had to check it out to understand. When I searched for “Instagram” on Kik, it showed a user called “So Horney” or “Very Horney” or something like that, and the user’s picture was that of a man’s genitals. Having seen that and having reviewed the lack of privacy and having read more about Kik, I talked to my daughter about deleting the app immediately. A few days later, when I checked my daughter’s phone, the Kik app was gone (my daughter later told me that she deleted it herself). You can see this is an odd and potentially dangerous relationship between Kik and Instagram and how someone make it instantly perverted.
That is shocking. I was scared. I was scared for my kids. And I was scared for other families who don’t take an active role in protecting their children from the dangers online.
[image: shocked]
Please, if you are parents, take an active role in the online activities of your children. Show them that you care for them and love them by getting involved.
Here are some online safety tips that parents should think about:
1. Privacy on Instagram – while Instagram has some privacy settings, there aren’t that many. You can block users and you can make your pictures/account private. They don’t seem to enforce a 13 and over age group when signing up. So, be sure that you set your child’s profile to “private” meaning that only people who are allowed can see photos that are posted.
2. Only allow followers that you know – this is true with any social media service. I have made a rule with my kids that they can only allow people that they know to follow them on Instagram. It’s a bit more difficult if the profile is public.
3. Do NOT allow Kik – It is private, it is un-regulated, it does not have privacy controls or parental controls. From what I can tell on it, having played with it on my kid’s iPhone (prior to me deleting it), is that it merely accesses your contacts and allows you to know who of your contacts are using it as well. You can block users but there is no auditing of accounts nor linking to other social network profiles (which might actually be a better way to ensure the authenticity of a user).
4. Censor the photos – I recommend not letting your child post pictures of themselves. Try to restricts posts to pets or objects or non-identifiable items. When photos of kids are posted, you are potentially exposing kids to strangers peeping into their lives.
5. Turn off Location/Geo-tagging of photos – it’s better to be safe than sorry. Most smartphones now tag each photo with geo-location data. While cool to see where photos are taken, many times the uploaded photos still contain that geo-specific information. Turn that feature off!
Remember, the best thing is to have an open relationship with your children when it comes to social networking. Don’t impose too many restrictions but also don’t completely let them do whatever they want. Have on-going discussions. Explain why you are doing what you do. Show them how scary it can be. While your kids may complain, deep down inside, they know that you are doing it out of love.
HTD says: Social media can be fun, but if you don’t know how you can protect your children, it can be very dangerous.
Article From:  http://www.hightechdad.com 
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Mom of Abducted Preteen Speaks Out On Internet Safety and Monitoring
February 4, 2016 by Teensafe
Wheeler stood alone in her home, panicked, and with her hand still throbbing from when it had been broken a few days earlier.
With her good hand, she used the phone to frantically call law enforcement agencies and file missing persons reports in the desperate hope of finding her daughter — a 12-year-old girl who was last seen on Wheeler’s home security camera getting into a car with a much older young man.
Since she hugged the young man and entered the car willingly, police labeled her daughter a runaway and refused to put out an Amber alert. The FBI said they couldn’t help because the girl hadn’t been kidnapped. She frantically contacted her daughter’s friends, who didn’t know anything about the secret her daughter had been guarding so closely.
Wheeler contacted local news organizations on social media to no avail. She pleaded for help on Facebook to her friends, family and acquaintances who were concerned, but could offer no real assistance in tracking down a stranger that none of them knew.
She was all alone.
A Healthy Childhood Begins to Unravel
A few weeks earlier, her daughter had been a happy, healthy, “normal” pre-teen girl.
Wheeler had done everything a parent should do. She had known all of her daughter’s friends, as well as their parents, since kindergarten. She used Netnanny. She disabled the chat feature on Minecraft, a popular video game that her daughter had enjoyed playing since she was seven years old.
“You think if you know everyone in their world,” Wheeler said. “How much trouble could they get in?”
Wheeler would later find out that around this time, her daughter had learned from friends how to install apps on her phone that couldn’t be detected. She had figured out how to bypass some of the Netnanny features so Wheeler didn’t always get activity reports. She had been getting up in the middle of the night to play video games and chat with strangers — all without raising her watchful mother’s suspicions.
“I know my kid is smart, but you don’t realize how smart until you’re faced with something like this.”

Early Warning Signs and Red Flags
One morning, Wheeler received a Netnanny report that her daughter had watched a forbidden movie at 3 am.
“I was furious,” Wheeler said. “So we took her PC away, and the computer was set up to be off at 8pm until 7am.”
For three weeks, her daughter handled the new restrictions fairly well. She was given back her PC, but Wheeler confiscated it — along with her phone — at 8pm every night.
“One night I forgot to take her phone away,” Wheeler said. “I went to bed, then at 11pm I woke up, realized and I went to get it. I woke her up to ask where her phone was. She said, ‘I don’t know, I think in my purse.’ I saw a light underneath the covers, and I realized she was on her phone, so I took it away.”
That’s where the real trouble began.
Confrontation, Escalation, Revelation
When Wheeler tried to take the phone, her daughter ferociously resisted. A physical struggle ensued and, in a desperate final attempt to turn the phone off, her daughter squeezed so hard that she actually broke Wheeler’s hand.
Wheeler was horrified at the transformation.
“She went from an innocent sweet daughter who didn’t do anything wrong,” Wheeler said, “to this stranger who was physically violent, wouldn’t talk, wouldn’t say a word and clammed up.”
Wheeler wondered what secrets the phone could possibly contain that could elicit such irrational behavior. Wheeler realized her daughter had installed locks that prevented her from opening the phone and seeing the messages that were the source of her daughter’s erratic, unpredictable and dangerous behavior.
She called the mobile carrier. They couldn’t get into the phone without erasing its content. Finally, after much debate, she was able to access the phone and saw that her 12-year-old daughter had been secretly exchanging messages with an 18-year-old boy.
The boy preyed on the kind nature of Wheeler’s daughter and lured her with a story about the alleged abuse he had suffered. In an effort to show compassion and relate to the boy, she fabricated a story about having been abused herself. The police, who had arrived because of the commotion, investigated this claim and determined Wheeler’s daughter had made it up.
Wheeler rationalized it by accepting that her daughter had been tricked, and that she had tried to help a manipulative person who took advantage of her kind nature.
“She befriended this boy who had been abused,” Wheeler said. “She thought he needed someone to talk to, she was trying to empathize and offer a sympathetic ear.”
Instead of overreacting, Wheeler tried to be understanding. She put on extra safeguards and only allowed her daughter to use the phone or computer while in her presence. She contacted the boy, informed him that her daughter was only 12, and ordered him to stay away from her.
A few days later, she was gone.
All Alone With No Help
“He came to my house and picked her up,” Wheeler said. “I have cameras, so I see everything. He picked her up in front of my house and took her to Tyler, Texas — 600 miles away.”
She launched into a frantic and fruitless attempt to get help from law enforcement and to spread the story on social media.
“When you have a child where you think you know all her friends and their parents, and you think you know her world, you assume you’ll find her within hours,” Wheeler said. “But she was online talking to strangers and she never told any of her friends. I had the video out on Facebook with pictures. None of the girls that she’d grown up with knew these people. No one could help me.”
With video evidence that she hadn’t been kidnapped, law enforcement and the media dismissed her as a runaway who would eventually wander back.
“I was on my own,” Wheeler said. “I had to find my baby by myself.”
A Frantic and Unconventional Search
Wheeler’s husband is a pilot who flies wealthy people around the country. Because of his occupation, they are friendly with rich, affluent people who have resources and contacts — a luxury most parents in similar situations do not enjoy.
Both the FBI and Texas law enforcement authorities specifically ordered their officers and agents not to help Wheeler because they don’t waste resources on runaways. Because of pressure from her well-connected friends, however, a few Houston Police officers and FBI personnel went out on a limb and helped her anyway.
“The only reason they helped,” Wheeler said, “is because of our wealthy friends. They did it at the risk of their jobs.”
She was grateful for the help she received from a private group that looks for missing children, from a group of bikers that helps abused children and runaways, from a private investigator who led the search and, of course, from the officers who risked their careers to help.
The only real contact she had with upper-level law enforcement was when investigators visited her to try — unsuccessfully — to force Wheeler to reveal which officers had ignored orders and assisted her on their own.
Eventually they tracked down her daughter, but the heartbreaking damage was already done.
“The police had his number,” Wheeler said of the 18-year-old boy, who was found with her daughter — along with several other young men.
“The FBI had the number. The missing children’s division had the number. Still, it took five days before they pinged him,” Wheeler said, in reference to a technique that uses a cell signal to determine a person’s location.
“When they finally did, they found her 10 minutes later. They could have found her before they took her virginity. They could have found her before they took her out of Houston.”
Shortly after getting her daughter back, Wheeler received a Facebook message from the boys who took her threatening to kill her family if they were arrested.   
The Aftermath
“There’s no going back to school for my daugher,” Wheeler said. “I am homeschooling. I just can’t trust other kids. She was home for three weeks and we were ready to send her back to school, but then she stole her brother’s phone, got on Kik and invited a boy to the house. To parents, this is a nightmare, but to kids, they just don’t understand the danger. It makes me angry and sad when a mom says, ‘this will never happen to me.’ Oh my God, you have no clue.”
Wheeler recommends using TeenSafe, which is designed to alert parents to danger, but also to encourage dialogue and discussion, which are the best tools to prevent such a catastrophe. She believes that monitoring is a must, even if kids take it as a violation of privacy or a breach of trust.
“Most parents get so relaxed,” Wheeler said. “It’s not that we can’t trust our own kids, it’s that we can’t trust other kids. They are the ones showing our kids about secret apps that don’t show up when a mom is looking.”
As for her daughter, Wheeler is grateful for her physical safety, but realizes the irreparable psychological damage she suffered.
“She was with 18 and 25 year olds for five days,” Wheeler said. “I still don’t know everything she went through for five days. I know she’ll be in therapy for her whole life. She just turned 13.”
During a short conversation, Wheeler’s daughter admitted that the boy had convinced her to leave with him by bawling to her.  “I thought I was helping him.  The whole time we were talking, he stopped doing drugs and he stopped getting high and drinking and smoking cigarettes.  I really thought I could help him,” she stated.  “To have sex with him, he kept asking to do things.  Finally, I gave in, mostly for insecurity reasons.” 
For Wheeler, the downward spiral moved so quickly that she didn’t have time to find the best tools to help her daughter.  She simply wasn’t prepared for what happened to her family.   
“She was Miss Popular,” Wheeler said. “Everyone adored her. She was a great kid and a straight-A student. Now I have to watch her 24/7. This is not a life now. We did everything right, she was led astray. The boy told her he’d give her a better life, he’d come get her, and they’d live happily ever after.”
Now Wheeler has a Facebook group called Moms Reach Out to help inform other parents about the potential dangers of social media and emerging digital technologies.   Sharing her story and helping other families is her way of transforming catastrophe into something meaningful. 
Article From: 
 http://www.teensafe.com/blog/mom-of-abducted-preteen-speaks-out-on-internet-safety-and-monitoring/
RESOURCES:
1. https://www.facebook.com/momsreachout
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